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Abstract

Recently vision-based face identification systems have become popular in mobile phone applications
as they introduce easy and non-intrusive ways of human identification. Despite of their popularity, these
systems can be easily tricked by 2D printed images or 3D printed models of faces. To prevent such attacks,
most vision-based face identification systems enhance their security by involving additional liveness detection
methods; this is for the purpose of checking whether the face as seen by camera is a face of living people
or a face of non-living 2D images, 3D printed models or other statues. In this research, we conduct a
feasibility study regarding usages of real-time hand gestures for liveness detection in smartphone-based
face identification systems. Our work includes not only developing a robust in-depth learning model for
real-time hand gesture recognition, but also creating a smartphone-based prototype application. This
prototype application has been brought to test with 40 different smartphone users from various ranges

of ages, allowing us to evaluate on-production technical efficiency, user satisfaction, and use acceptance.

Keywords: Deep Learning, Image Analytics, Hand Gesture Recognition, Face Identification, Liveness

Detection, Mobile Phone Application
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